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BMW sounds alarm over tech companies seeking connected car data

Andy Sharman in Detroit

Technology companies and advertisers are putting pressure on carmakers to pass on data
collected by connected cars, BMW has warned, highlighting the concerns the automotive industry
faces as it treads a fine line between performance and privacy.

' Tan Robertson, the German manufacturer’s board member for sales and marketing, said that
every car rolling off its production lines had a wireless network that could yield information about
location, speed, acceleration and even the occupants of the car.

“There’s plenty of people out there saying: ‘give us all the data you've got and we can tell you what we can
Sign up now do with it’,” he told the Financial Times on the sidelines of the Detroit motor show, adding that this included

’

“Silicon Valley” companies, as well as advertising groups. “And we’re saying: ‘No thank you’.

L ]
F’Z}rSt About two-thirds of today’s new cars have sensors and communications systems that send and receive data,
offering potential for carmakers to find out more about how drivers use their vehicles. But the systems could
also provide insurers and advertisers with personal information about customers.

FirstFT is our new essential BMW said it had a firewall in place to protect crucial data about the internal running of the car. But any
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stories from across the web tI'al}’IISIIHSSlOIl of data raises concerns about who might access that information — and what they might do
with it.

Adam Jonas, analyst at Morgan Stanley, said it was a “major issue” for carmakers, which “ unanimously want to create a barrier on this
information”. He said: “They don’t want to be the first one to let [their] guard down on information privacy or to become the first company
to have a car hacked with bad consequences and image.”

Ford was forced into an embarrassing retraction at last year’s Consumer Electronics Show in Las Vegas after Jim Farley, then head of
marketing at the US carmaker, said: “We know everyone who breaks the law. We know exactly when you do it because we have a GPS

sensor in your car.” He added: “By the way, we don’t supply that data to anyone.”

Mr Farley later clarified that the company did not track anyone without their permission.

In depth
The scale of the data collected by modern vehicles goes beyond how fast or far cars have driven. In an Detroit auto show 2015
illustration of the potential data that could be surrendered by carmakers, Mr Robertson said that BMW cars
knew whether a child was on board, based on weight sensors in the seats linked to the airbag system.
“Several companies have said: ‘We’d like to know that data because then we will know whether it’s an adult *—-"i AUTO SHOW
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or a child sitting in the car’,” said Mr Robertson.

He said that advertisers also wanted to know how long the engine has been running so that they could tell News, commentary and
“from the navigation system, they’re about to pass a McDonald’s, the car’s been running for three hours and analysis from this year's event

the child’s probably hungry”. —the largestand most
important annual showcase for

US carmakers

Further reading



Advanced driver
assistance systems

Carmakers are under Short-range radar
increasing pressure to to detect objects  at night
surrender data collected by

their connected vehicles. \
The technology which is

aimed at increasing safety |
through so-called advanced | ‘
driver assistance mechanisms

is in demand by insurers and
advertisers, who can use the
data to better assess their
custamers

Front/
rear short
radar

Infrared

Ul1rascundi-;
E

Vehicle
to vehicle
comms
Advanced
mapping

Used for parking For precise

navigation

Sources: Exane BNP Paribas; Auteliv; Morgan Stankey: FT research  “Lists of suppliers are not exhaustive

RELATED TOPICS United States of America

To detect objects

For assistance
systems

Underpin advanced
electronic
functionality

Software

Semi-
g conductors
Long
range
radar

Stereo
cameras

Cameras for
direction and
distance information

Long-range radar
to detect objects

Image: Charezoff/Dreamstime  FT graghic

Printed from: http://www.ft.com/cms/s/0/685fe610-9ba6-11e4-950f-00144feabdc0.html

Print a single copy of this article for personal use. Contact us if you wish to print more to distribute to others.

© THE FAINANCIAL TIMES LTD 2015 FT and ‘Financial Times’ are trademarks of The Financial Times Ltd.



